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1. Purpose. This circular dissem nates policy and procedures on
t he use, acquisition, decryption, and security of tactical d obal
Positioning System (GPS) receivers for civil applications, such
as the Precision Lightweight GPS Receiver (PLGR). Procedures are
defined for obtaining these mlitary grade receivers containing
secure Precise Positioning Service (PPS) capabilities. This
circular effects the transfer of proven mlitary technology to
civil users.

2. Applicability. This circular is applicable to USACE comrands
having civil works, mlitary construction, and environnment al
restoration responsibilities. Personnel of the U S. Arny Corps
of Engineers (USACE) are authorized to use tactical GPS receivers
in the conduct of Corps civil and mlitary construction prograns.

3. Ref er ences.

a. Rules for Obtaining Navstar GPS Security Devices, DCOD
GPS Joint Program O fice, Revision A 12 June 1997.

b. Navstar d obal Positioning System Cryptographic Key
Ordering Instructions, U S. Space Command, Revision 3, June 1997.

c. EM 1110-1-1003, NAVSTAR d obal Positioning System
Surveyi ng, 1 August 1996.

4. Distribution. Approved for public release. Distribution is
unlimted.

5. Background. The Navigation Satellite Tinme and Rangi ng
(NAVSTAR) d obal Positioning Systemis a space-based satellite
radi o navi gati on-system devel oped by the U S. Departnent of

Def ense. GPS receivers provide |and, marine, and airborne users
Wi th continuous three-di nensional position, velocity, and tine
data (PVT). This information is available free of charge to an
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unlimted nunber of users. The system operates under all weather
conditions, 24 hours a day, anywhere on Earth. GPS provides two
| evel s of positional accuracy: Standard Positioning Service (SPS)
and Precise Positioning Service (PPS). For security reasons, DOD
degrades/encrypts the GPS signals, using selective availability
(SA) and anti-spoofing (AS) techniques. Any civil user can
access the SPS signal with a $100 to $500 conmerci al grade re-
cei ver and obtain an accuracy of approximately 100 m (95% .

Aut hori zed PPS users can access and decode the encrypted P(Y)-
code signal and thus obtain an approximtely 10 m positional ac-
curacy unaffected by AS and SA. Access to the PPS signal is
controll ed through the use of cryptographic techniques, and is
limted to U S. and allied mlitary forces. DOD authorizes PPS
access to other governnment and sel ected private sector users
provi ded appropriate security requirenents and ot her sel ection
criteria are net. As a DOD conponent, USACE is authorized access
to the tactical PPS signal for its civil works, mlitary
construction, or environnmental restoration m ssions. The small
hand- hel d, PLGR receivers (AN PSN-11R) can provide real-tine, 10-
nmet er absol ute positioning or navigation accuracy, and have w de
tactical use in mlitary air/land/ sea navigation, and rel ated
tactical mapping, surveying, and positioning uses. These sane
recei vers can be used to support a variety of USACE civil
functions and applications, including G S devel opnent, natural
resource managenent, surveying, |and/air/sea navigation, and
emer gency managenent.

6. PLCGR Project Applications. Stand-alone GPS receivers can
conpute and di splay "absol ute" geographic positions in real-tinme
t hroughout nost of the world. Absolute GPS positioning is

di stinguished fromdifferential GPS (DGPS) positioning which
requi res a sinultaneous conparison of positions between two
nearby GPS receivers; typically using a communi cations data |ink
between the two receivers. Accuracies of code-phase DGPS range
between 0.5 and 10 m DGPS carrier-phase differencing techniques
can provide relative positional accuracies at the mllineter

| evel. Project functional accuracy requirenents and econoni cs

wi |l determ ne whether absolute (either SPS or PPS) or differen-
tial GPS techniques are required. PPS accuracies at the 10 neter
level wll yield sufficient accuracy for many environnental, G S,
and project managenent applications. PLGR receivers represent an
econom cal navigation and positioning tool conpared to

traditional surveying or differential GPS nethods. In general,
PLGR accuracies are suitable for GS mappi ng scal es of 1:12,000
(1" = 1000 ft) or smaller. PLCR accuracies may al so have

application in dredge/ scow positioning or nonitoring,
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envi ronment al mappi ng, vehicle navigation, and energency
managenent operations. \Were only 100 neter accuracy is
required, |ess-expensive SPS receivers should be used. For ac-
curacies exceeding 10 neters, differential GPS techniques are
necessary. Al GPS receivers can be operated with m ni ma
trai ni ng.

a. Current USACE Applications. The use of a PLCGR receiver
coul d be applicabl e whenever the m ssion requires positioning
accuracies that are better than the 100 neters obtai ned by an SPS
recei ver, but do not require the specialized equi pment needed to
acquire differential GPS accuracies. Sonme of the applications
where the use of a PLGR receiver has proven to be effective
i ncl ude energency managenent, real estate, OCONUS control
surveys, archeol ogical surveys, G S data collection, wetland
del i neation, and Corps regulatory activities.

b. Training Options. In order to obtain maxi mum efficiency
fromthe operation of a GPS receiver, either PPS or SPS, the user
must be trained in the operation of the receiver and the receiver
interface with ancillary equi pnment. Training options exist
wi thin USACE (U. S. Arny Topographi c Engi neering Center), other
gover nment agencies, and the private sector.

7. Acquisition of PPS Receivers. Qutlined below are two
procurenent options available to USACE commands to obtain PPS
receivers.

a. PLGR/ SOLGR PPS Receivers. USACE users can purchase the
PLGR receivers using a Departnent of Agriculture (USDA) multi -
agency contract. The cost in 1998 for a PLGR with a conplete
conpl enent of accessories (PLGR Kit) is $2,091.00. Although the
USDA contract will expire in 1998, the USDA is currently working
toward establishing an anendnent to the existing contract or a
new contract for delivery of PPS receivers starting in January
1999. The receiver that wll probably be delivered in 1999 and
beyond will be terned the Special Operations Lightweight GPS
Receiver, or SOLGR This receiver will offer several
i nprovenents over the PLGR such as 12 channel s, dual frequency
operation, waterproof down to 24 neters, progranmable function
keys.

(1) PLGR/ SOLGR Receiver Description. These hand-held PPS
receivers are manufactured by Rockwell |ncorporated, Collins
Avionics Division. The PLGR and SOLGR wi || determ ne positions
to an accuracy of 16 neters SEP when operating in the PPS node

3



EC 1110-1-90
1 Jul 98

and 100 neters when operating in the SPS node. Additionally,
both instrunments contain Wde Area GPS Enhancenment (WAGE) for
aut ononous positioning accuracy to 4 neters CEP and Secure (Y-
code) Differential GPS (SDGPS) for positioning accuracy to |ess
than 2 meters CEP. Many vendors interface with the PLGR and
SOLCGR for G S applications.

(2) Acquisition Procedures. To procure the PLGR or SOLGR
fromthe USDA contract, first contact the U S. Arny Topographic
Engi neeri ng Center (USATEC), Ceospatial Engi neering Branch, ATTN:
CETEC-TD-G 7701 Tel egraph Road, Al exandria, VA 22315-3864,

t el ephone (703) 428-6798, e-mail: <pcervari @ec.arny.ml>  and
request an order form Conplete the form prepare the paperwork
(MPR, credit card, etc.) to cover cost of required equi pnent,
and fax to USATEC (703-428-6135). USATEC will place the order
with the vendor, receive and | oad the cryptographi c keys, check

t he equi pnment to insure proper operation, and Fed-Ex the hardware
to the ordering office.

b. Non-PLGR/ SOLGR PPS Receivers. USACE users can al so
purchase any other PPS receivers directly fromthe manufacturer.
These receivers can be purchased using standard conpetitive
procurenent practices.

(1) Procedure. Approval to purchase a PPS receiver directly
fromthe manufacturer nust first be obtained by submtting
correspondence to the GPS Joint Program Ofice (JPO),
Headquarters Space and M ssile Systens Center, ATTN. CZU, Los
Angel es AFB, 2435 Vela Way, El Segundo, CA 90245-5500, defining
the project that requires nore precise positioning than can be
obt ai ned using SPS receivers. The correspondence received from
GPS JPO will authorize direct negotiations with the vendor(s).

8. Cryptographic Key Control and Use.

a. General Discussion. PPS requires receivers be |oaded
with a cryptographic code so that the effects of Selective-
Avai lability (SA) are negated, and to provide for Anti-Spoofing
(A-S) capability. To receive the cryptographic keys requires a
COVBEC custodian and to | oad the key into the GPS receiver
requires a COVMSEC fill device.

b. Acquiring COVSEC Keys. To obtain the cryptographic
keys, the COVBEC custodi an nust process a request for keying
mat eri al through the Validating Authority for the U S Arny, the
Communi cations Security Logistics Agency (CSLA), ATTN. SELCL- KP-
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KEY, Ft. Huachuca, AZ 85613-7090, who validates the operational
need for PPS accuracies and forwards the request to the GPS
Controlling Authority. The Deputy Undersecretary of Defense
Space (ODUSD/ C31) has designated HQ U. S. Space Conmand as the
Controlling Authority for PPS cryptographic keying material, who,
inturn, will notify the appropriate D stribution Center to make
distribution to the identified COMSEC Custodi an. The actual
cryptographi c keys are classified CONFI DENTI AL and nust be
handl ed accordingly. A keyed receiver is not classified but nust
be safeguarded |i ke any val uabl e piece of equipnent. If an
annual key is not conprom sed and there are no acci dent al

“zeroi zations” of the keyed receiver, the receiver need only be
keyed once per key-year.

c. Loading the PPS Receiver. There are several ways the
user can have his PPS receiver |oaded with the necessary COVSEC
key.

(1) District/Division COMWEC Custodian. |If the District or
Division Ofice has a COVSEC Custodi an, and the COVSEC Cust odi an
has processed and obtained the yearly COVSEC key and the fil
devi ces, each year the PPS receiver will need to be taken to the
COMSEC Custodi an to have the new key | oaded into the receiver.
Note: If the receiver is not re-keyed, it will continue to
operate, but will operate only as an SPS receiver until re-keyed.

(2) U.S. Arny Topographic Engineering Center. Those
Districts and Divisions that do not have a COVSEC Cust odi an nmay
Fed- Ex the receiver(s) overnight to the U S. Arny Topographic
Engi neering Center, 7701 Tel egraph Road, ATTN. CETEC- TD- G
Al exandria, VA 22315-3864. Enclosed with the receiver(s) to be
re-keyed should be a conpleted return Fed-Ex shi ppi ng docunent.
CETEC w I | replace the nenory battery, check PPS operation and
return the receiver(s).

(3) OGher Mlitary Ofices. For those USACE comrands who do
not have a COMSEC Custodi an but have a mlitary installation
close to their office, the mlitary installation nmay have a
COMSEC Cust odi an, the COVSEC keys, and the fill devices. The
mlitary office may be willing to re-key the PPS receivers. The
USACE command shoul d contact the mlitary installation to
determine if this approach is feasible.
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9. Proponency and Technical Support. The HQUSACE proponent for
this circular is Engineering Division, Directorate of Cvil

Wor ks, ATTN. CECWEP. Technical assistance on security

requi renents or the acquisition of PPS receivers nmay be obtained
fromthe Geospatial Engineering Branch, U S. Arny Topographic
Engi neering Center, ATTN. CETEC-TD-G 7701 Tel egraph Road,

Al exandria, VA 22315-3864, (703) 428-6798, e-mail:

<pcervari @ec.arny. ml >.

FOR THE COMVANDER:

1 Appendi x ROBERT W BURKHARDT
APP A - Additional Col onel, Corps of Engi neers
| nfformati on on GPS Executive Director of Cvil Wrks
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APPENDI X A
Addi tional Informati on on GPS

A-1. Conponents of GPS. The GPS system consists of three mgjor
segnents: the space segnent, the control segnent and the user
segment .

a. Space Segnent. The Space Segnent consists of a nom nal
constellation of 24 operational satellites (including 3 spares)
whi ch have been placed in 6 orbital planes 10,900 mles (20, 200
km above the Earth's surface. The satellites are in circular
orbits with a 12-hour orbital period and inclination angle of 55
degrees. This orientation nearly ensures a m ni mum of five
satellites in view at any given tine, anywhere on Earth. Each
satellite continuously broadcasts two | ow power spread-spectrum
RE Link signals (L1 and L2). The L1 signal is centered at
1575.42 MHZ and the L2 signal is centered at 1227.6 MHZ.

b. Control Segnent. The Control Segnment consists of a
Master Control Station (in Colorado Springs), and a nunber of
monitor stations at various |ocations around the world. Each
monitor station tracks all the GPS satellites in view and passes
the signal neasurenent data back to the Master Control Station
where the conputations are perforned to determ ne precise
satellite epheneris and satellite clock errors. This data is
then up linked to the individual satellites, and subsequently
rebroadcast by the satellite as part of its navigation data
nessage.

c. User Segnent. The User Segnent is the collection of al
GPS receivers and their application support equi pnent such as
antennas and processors. This equipnent allows users to receive,
decode, and process the informati on necessary to obtain accurate
position, velocity, and tim ng neasurenents. This data is used by
the receiver's support equi pnent for specific application
requirenents.

A-2. Characteristics of GPS Signals. The satellites transmt
their signals using spread spectrumtechni ques enpl oyi ng two

di fferent spreading functions: a 1.023 MHZ coarse/acquisition
(C A code on L1 only and a 10.23 MHZ precision (P) code on both
L1 and L2. The two spreading techniques provide two | evels of
GPS service: Precise Positioning Service (PPS) and Standard
Positioning Service (SPS). SPS uses C/ A code to derive position
whi |l e PPS uses the nore precise P(Y)-code.

A-1
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(1) The P-code has a nunber of advantages over C/ A code.
First, the chipping rate of the P-code is 10 tinmes faster,
therefore the wavelength is 1/10th as long, giving the P-code a
much hi gher resol ution. Second, the higher chipping rate spreads
the signal over a w der frequency range that makes the P-code
much nore difficult to jam Third, by encrypting the P-code
(creating the Y-code), the receiver is not susceptible to
spoofing, or false GPS signals intended to deceive the receiver

(2) The drawback of P-code is that it is relatively
difficult to acquire because of its length and high speed. For
this reason, many PPS receivers first acquire C/ A code, then
switch over to the P(Y)-code.

(3) Y code is an encrypted version of P code, used for anti-
spoofing (A-S). Due to the simlarity of these two codes, they
are referred to collectively as P(Y)-code.

(4) Superinmposed on both the P-code and the C/ A code is a
navi gati on nmessage (NAV-nsg) containing satellite epheneris data,
at nospheri c propagation correction data, satellite clock-bias
information, and al manac information for all satellites in the
constel | ati on.

(5) The CGPS satellites use Bi-Phase Shift Keyed (BPSK)
nmodul ation to transmt the C A and P(Y)-codes. The BPSK
techni que involves reversal of the carrier phase whenever the CA
or P(Y)-code transitions fromO to 1 or from1 to O.

(6) To the casual observer, the very |long sequence of ones
and zeros that make up the C A and P-codes woul d appear to occur
in a random fashion and blend into the background noi se. For
this reason, they are known as pseudo-random noise (PRN). In
actuality, the C A and P-codes generated are precisely
predictable to the start tine of the code sequence and can be
duplicated by the GPS receiver. The anount the receiver nust
of fset its code generator to match the incom ng code fromthe
satellite is directly proportional to the range between the GPS
recei ver antenna and the satellite.

(7) By the time the spread spectrumsignal arrives at the
GPS receiver, its signal power is well below the thermal noise
| evel. To recover the signal, the receiver uses a correlation
met hod to conpare the incomng signals wwth its own generated C A
or P(Y) codes. The receiver shifts its generated code until the
two codes are correl at ed.
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A- 3. Det erm ni ng Positions.

a. The receiver continuously determnes its geographic
position by nmeasuring the ranges (the distance between a
satellite with known coordinates in space and the receiver*s
antenna) of several satellites and conputes the geonetric
i ntersection of these ranges.

b. To determne a range, the receiver neasures the tine
required for the GPS signal to travel fromthe satellite to the
receiver antenna. The resulting time shift is multiplied by the
speed of light, arriving at the range neasurenent.

c. Since the resulting range neasurenent contains
propagati on del ays due to atnospheric effects, as well as
satellite and receiver clock errors, it is referred to as a
“pseudorange.” A m ni mum of four pseudorange neasurenents is
required by the receiver to mathematically determne tine and the
t hree conponents of position (latitude, |ongitude, and
el evation). The solution of these equations may be visualized as
the geonetric intersection of four ranges from four known
satellite | ocations.

d. If one of the variables is known, such as el evation,
only three satellite pseudorange neasurenents are required for a
PVT solution, and only three satellites would need to be tracked.

A-4. GPS Error Budgets and Accuracies.

a. GPS accuracy has a statistical distribution that is
dependent on a nunber of inportant factors, including: dilution
of precision (DOP) satellite position and clock errors,
at nospheric delay of satellite signals, selective availability,
signal obstruction, and nmultipath errors.

b. Each satellite follows a known orbit around the earth
and contains a precise atomc clock. The nonitor stations
closely track each satellite to detect any errors in its orbits
or clock. Corrections for errors are sent to each satellite as
epheneris and al manac data. The epheneris data contains specific
position and clock correction data for each satellite while the
al mnac contains satellite position data for all satellites. The
NAV set receives the epheneris and al manac data fromthe
satellites and uses this data to conpensate for the position and
cl ock errors when cal cul ating the NAV dat a.

A-3
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c. There are two ways to conpensate for the atnospheric
del ays: nodeling and direct neasurenent. The ionospheric and
tropospheric delays are inversely proportional to the square of
the frequency. |If a receiver can receive L1 and L2 frequencies,
it can neasure the difference between the two signals and
cal cul ate the exact atnospheric del ay.

d. Currently, nost receivers use mathematical nodels to
approxi mate the atnospheric delay. The tropospheric effects are
fairly static and predictable and a nodel has been devel oped t hat
effectively renoves 92-95 percent of the error

e. The ionosphere is nore difficult to nodel due to its
unusual shape and the nunber of factors that affect it.
Therefore, a nodel has been devel oped that requires eight
vari abl e coefficients. Every day, the Control Segnent cal cul ates
the coefficients for the ionospheric nodel and uplinks themto
the satellites. The data is then rebroadcast in the NAV nessages
of the C A and P(Y)-codes. This nodel can effectively renove 55
percent of the ionospheric del ay.

f. Miltipath errors result fromthe conbi nati on of data
fromnore than one propagation path. This distorts the signal
characteristics fromwhich the range neasurenents are nade,
resulting in pseudorange errors. These errors are dependent on
the nature and location of a reflective surface peculiar to each
user location. The effects are less detrinental for a noving
user since small antenna novenent can conpletely change the
mul ti path characteristics.

g. The receiver is designed to reject nultipath signals.
First, the active patch antennas are designed to have a sharp
gain roll-off near the horizon while providing nomnal gain for
the primary satellite signal. Since nost nultipath signals are
reflected fromground structures, they tend to be attenuat ed.
Second, the antenna is right-hand polarized. When a right-hand
polarized GPS signal is reflected off a conductive surface, it
becones | eft-hand pol arized, and rejected by the antenna. The
recei ver al so has hardware and software designed to reduce the
effects of any nmultipath interference errors.

A-5. GPS Positioning Services. GPS satellites provide two
| evel s of navigation service: Standard Position Service (SPS) and
Preci se Position Service (PPS).
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(1) SPS receivers use GPS information broadcast in the clear
and is avail able to anyone in the world. This information
contains built-in errors that limt the accuracy of the receiver.
This is a security technique called Selective Availability (SA).
These SA errors are variable. In normal conditions, the U S
government guarantees that these errors do not exceed 100 neters
horizontal, 140 neters vertical, and tinme accuracy of 340
nanoseconds 95 percent of the tinme. Thus, there are tines when
an SPS receiver error exceeds these |limts. SA is always on.
SPS receivers are for civil use and a PLGR without crypto keys
will act |like an SPS receiver.

(2) PPS receivers use the sanme information as SPS receivers.
They al so read encoded i nformati on that contains the corrections
to renove the intentional SA errors. Only users who have crypto
keys to decode this information get the PPS accuracy. U. S
government agencies and sone Allies are authorized to have these
crypto keys. A PLGRwith valid crypto keys | oaded and verified
is a PPS receiver.

(3) To protect authorized users fromhostile attenpts to
imtate the GPS signals, a security technique called Anti -
spoofing (A-S) is also used. This is an encrypted signal from
the satellites that can only be read by PPS receivers. A
receiver with valid crypto keys | oaded and verified, reads this
encrypted signal and operates in a spoofing environnent.

(4) Normal operation of the GPS receiver requires
undi sturbed reception of signals fromas few as four satellites
(itn normal 3-D node) or three satellites in fixed-elevation node.
The signals propagating fromthe satellites cannot penetrate
water, soil, walls, or other simlar obstacles. The antenna and
the satellites are required to be in a "line-of-sight”" with each
other. Therefore, GPS cannot be used for underground positioning
in tunnels, mnes, or subsurface marine navigation. |In surface
navi gation, the signal can be obscured by buildings, bridges, and
other matter that m ght block an antenna*s |ine-of-sight fromthe
GPS satellites in view In airborne applications, the signal can
be shaded by the aircraft*s body during high banking angl es.

A-6. Differential GPS (DGEPS). Differential GPS (DGPS) may be
used to elimnate the effects of SA and correct certain bias-like
errors in the GPS signals. A Reference Station receiver nmeasures
ranges fromall visible satellites to its surveyed position

Di fferences between the neasured and known ranges are conputed
and applied to differential equipped receivers in a |ocal area.

A-5
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These differences (or Pseudo-Range Corrections) can be
transmtted by radio and applied in real-tinme, or can be
downl oaded i nto conmputer software and applied during
post processi ng.



